Docket No.: MSFT-2821 

App No.: Not yet Assigned Filed: Herewith 

Title: Securely Identifying An Executable To A Trust- Determining Entity 
Inventors: Paul England, Anshul Dhir, Thekkthalackal Varugis Kurien, Kenneth D. Ray 



Attorney; Steven H. Meyer 
Sheet I of 4 



Phone; (215)568-3100 



1 /4 



o 

O T- 



O 
CN 



E 
o 
O 



CN 
<D CD 

CD 0 
Q 



col 
in 

(O 
CO 
CO 

o 

CO 





ID 
















lost 


0) 




Ql 




CO 








< 



00 

o ' 

O -I— • 
< 







C 






'(/) 






(0 






0) 




rnr 


Uni 


Q. 





CN 
CM 

E ^ 

S ^ 
1o o 

CO g 



CM 



O 



CD 
CM 

CO 
O 

CQ 




Docket No.: MSFT-2821 

App No.: Not yet Assigned Filed: Herewith 

Title: Securely Identifying An Executable To A Trust-E>etermining Entity 

Inventois: Paul England, Anshul Dhir, Thekkthalackal Vamgis Kurien, Kenneth D. Ray 

Attorney: Steven H. Meyer Phone: (215) 568-3100 

Sheet 2 of 4 



2/4 



RESOURCE PROVIDER (RP) 
10 




RESOURCE 12 



ID 20 



NAME-VALUE PAIR 



NAME-VALUE PAIR 



I 



RESOURCE RECIPIENT (RR) 
14 



CODE-ID 22 



SHA ( RR 14 I ID 20 ) 



I 



AUTHENTICATOR 16 



LOADER 24 



COMPUTING DEVICE 18 



FIG. 2 



~ Docket No.: MSFT-2 821 

App No.: Not yet Assigned Filed: Herewith 

Title: Securely Identifying An Executable To A Trust-Determining Entity 

Inventors: Paul England, Anshul Dhir, Thekkthalackal Varugis Kurien. Kenneth D. Ray 

Attorney: Steven H. Meyer Phone: (2 1 5) 568-3 1 00 

Sheet 3 of 4 



3/4 



ACTUATE INSTANTIATION OF RR 14 - 301 
LOADER 24 - OBTAIN RR 14 AND LOAD SAME - 303 

i 

OBTAIN ID 20 FOR RR 14 AND LOAD SAME - 305 



i 

PROVIDE RR 14 WITH REFERENCE TO ID 20 - 307 



i 

CALCULATE CODE-ID 22 FOR RR 14 AND ID 20 - 309 



i 

RR 14 - REQUEST RESOURCE 12 VIA AUTHENTICATOR 16 - 31 1 
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AUTHENTICATOR 16 - AUTHENTICATE RR 14 AND REQUEST - 313 

i 

FORWARD REQUEST FOR RESOURCE 12 TO RP 10 - 315 

i 

RR 14 - RECEIVE REQUESTED RESOURCE 12 FROM RP 10-317 

i ~ 

EMPLOY RESOURCE 12-319 
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RP 10 - VERIFY FORWARDED REQUEST - 401 

i 

OBTAIN CALCULATED CODE-ID 22, ID 20, AND DEFINITION OF 
RESOURCE 12 RE QUESTED FROM FORWARDED REQUEST - 403 

i 

DETERMINE IDENTITY OF REQUESTING RR 14 - 405 

i 

OBTAIN EACH VALID CODE-ID 22 FOR IDENTIFIED RR 14 - 407 



VERIFY CALCULATED CODE-ID 22 IN FORWARDED REQUEST 
MATCHES VALID CODE-ID 2 2 FOR IDENTIFIED RR 14 - 409 

i 

VALIDATE FORWARDED REQUEST BASED ON OTHER 
INFORMATION - 41 1 

i 

DETERMINE THAT REQUESTED RESOURCE 12 IS AVAILABLE / CAN 
BE PROVIDED - 413 

PROVIDE REQUESTED RESOURCE 12-415 



FIG. 4 



